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Registry

Windows Registry Editor Version 5.00

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Dnscache
\Parameters]

"DisableParallelAandAAAA"=dword: 00000001

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\Dnscache\Parameters

> dmwappushservice Mame Type Data
v D”T‘E“:E oecicn ab] (Default) REG_SZ (value not set)
”tDENaS‘E pecificParameters 4 DisableParallclAandAAAA REG_DWORD  0x0D0DDDDT (1)
o ;r;rameters ab| extension REG_EXPAND_SZ %SystemRoot®a\System32\dnsext.dll
: . ab| ServiceDll REG_EXPAND_5Z %SystemRoot3:\System32\dnsrshvr.dll
» DnsActivelfs
: D . 15| ServiceDllUnloadOnStop  REG_DWORD 000000007 (1)
nsConnections .
DnsConnectionsProxies 6| xyz-EnablefutoDoh REG_DWORD 00000002 (2)
DnsPolicyConfig

Group policy

gpedit.msc >> Computer configuration >> Administrative
templates >> Network >> DNS Client >> Turn off smart multi-
homed name resolution = Enabled

pa nakon toga

gpupdate.exe /force
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27 setting(s)

= Local Computer Policy Setting State Comment
M = Computer Configuration |iz] Configure NetBIOS settings Not configur... No
’ .f Software Settings Prefer link local responses over DMS when received o..  Not configur... No
’ .T Wind.o.ws Sgttings Primary DNS suffix Maot configur... No
v .ﬁ.\Fimlmstratwe Templates Register DNS records with connection-specific DMS su.. Not configur... No
’ - Control Panel Register PTR records Mot configur... No
- Desktop Dynamic update Mot configur... No
~ [ Network . . )
“| Background Intelligent Transfer Service (BITS) Rep!ace addresses ”_] conflicts Not conffgur... Mo
“| BranchCache Registration refresh interval Mot configur... No
“| DirectAccess Client Experience Settings TTL value for A and PTR records Mot configur... No
“| DNS Client DMS suffix search list Naot configur... No
| Fonts
“| Hotspot Authentication Turn off smart protocol reordering Mot configur...
“| Lanman Server Turn off default IPvé DMNS Servers Mot configur... No
| Lanman Workstation Update security level Maot configur... Mo
I Link-Layer Topology Discovery Update top level domain zones Nat configur... No
» [ Network Connections Primary DNS suffix devolution Mot configur... No
| Metwork Connectivity Status Indicator | Turn off multicast name resolution Mot configur... No
| Network Isclation
_| Network Provider E)ctended}\standard/

Djeluje taktak polovicno, Cini se da nije
vrijedno truda
Testovi:

* https://mullvad.net/en/check
* https://www.dnsleaktest.com

Rjesenje

Firefox:


https://jednostavno.somware.org/wp-content/uploads/2024/11/Pasted-into-Sprijeci-DNS-leak-2.png

(®) Max Protection

Firefox will always use secure DNS. You'll see a security risk warning before we use your
system DNS.

* Only use the provider you select
= Always warn if secure DNS isn't available

= If secure DNS is not available sites will not load or function properly

Choose provider:

Cloudflare {Default)
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